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Please carefully read this Privacy Notice.  It is to inform you about how your personal data is being 
used in relation to the Vehicle Testing Project. 

Personal Data 

Your personal data is any information which uniquely identifies you, such as your name, ID number 
and email address.  It can also be combinations of data that identify you, such as your surname 
together with your job title (although your job title alone can sometimes be personal data, e.g. C.E.O. 
of Company X).  You are therefore known as a Data Subject, and DENSO is the Data Controller, 
because DENSO controls your personal data that you provide to DENSO. 

Some types of personal data have to be specially protected because of how risky it is to your rights.  
This includes data about your health, sexual life, political beliefs, religion, race, gender and biometrics 
(DNA, fingerprint, retina, etc.).  This is called Sensitive personal data.  By default, organizations are 
not supposed to process sensitive personal data, unless in very specific circumstances, and then in 
only very specific ways.  If we process any of your Sensitive personal data, we will only do so according 
to what the law allows us to do. 

As a Data Subject, you have certain rights and protections under data privacy/data protection law 
within the European Union (EU).  DENSO is committed to respecting your privacy and protecting your 
personal data, as a Data Subject.  If you have any questions about this Privacy Notice, or how your 
personal data is processed in Vehicle Testing Project (explained below), please contact us at 
privacy@eu.denso.com.  Or you can also contact the Data Protection Officer at 
eu_dnde_dpo@eu.denso.com . 

1. WHAT ARE WE DOING? 
The purpose of this Vehicle Testing Project is to evaluate Autonomous Driving (AD) solutions. 

Vehicle Testing Project is necessary because it helps us assess the quality of Autonomous Driving 
solutions, which we develop for the safety of the road users and to contribute mobility solutions to 
society. 

2. INFORMATION ABOUT YOU (the personal data that we collect from you) 
As mentioned before, due to your working relationship, DENSO is the Controller of your personal data. 
DENSO directly collects/processes your following personal data: 

• Camera Images 

Please note that all of this is subject to our reasonable retention (i.e., storage) period (in section 6 
below), and subject at all times to your full rights as Data Subjects (covered in section 7 below). 

3. LEGAL BASIS FOR PROCESSING YOUR PERSONAL DATA 
 We will only process personal data when the law allows us to.  In this case, we are processing your 
personal data on the legal basis of: 

mailto:privacy@eu.denso.com
mailto:eu_dnde_dpo@eu.denso.com


 

Confidential 

CONFIDENTIAL 

• Where it is necessary for our legitimate business interests, if your interests and fundamental 
rights, as Data Subjects, do not override those legitimate business interests- this means that 
your interests and fundamental rights come first 

We require all of our third parties to respect the security of your personal data and to treat it in 
accordance with the law. We do not give permission to any of our third-party service providers to use 
your personal data for their own purposes without informing you first (which you have the right to 
object to), and we only permit them to process your personal data for the specified purposes which 
we have agreed with you.  On that basis, they can then only process your personal data according to 
our instructions.  Our instructions are always linked to the legal basis covered above. 

4. WHERE WE PROCESS PERSONAL DATA 
Processing of your personal data can happen: 

1. Within the EU, 
2. Within non-EU countries which have been granted Adequacy status by the EU, or  
3. Outside of the EU and Adequate status countries. 

Adequacy status means that the EU has decided that these countries provide an adequate level of 
protection of your personal data.  They include Japan, Argentina, Canada, the United Kingdom and 
Israel (plus a few other countries).     

Any personal data that DENSO collects from you is processed within the EEA or an Adequacy decision 
country.  This means that your personal data is not accessible even by DENSO staff operating outside 
of the EEA or an Adequacy decision country within the DENSO Group.  Our third party processor/s 
is/are listed below in section 8 and they also have committed to only process your personal data within 
the EEA or an Adequacy country.  In any event, personal data shared within the DENSO Group is 
covered by our Intra-Group Data Transfer Agreement, ensuring the right protection of your personal 
data within DENSO companies located in these EEA and Adequacy status countries.  Our internal IT 
systems, as well as our company policies and operating procedures provide the required level of 
technical and organizational protection of your personal data and privacy. 

5. HOW WE PROTECT PERSONAL DATA 
All information you provide to DENSO is stored on secure servers. The following measures are used to 
protect your personal data: 

• All data is encrypted when being transferred (in transit) or in storage (at rest) 
• Only information needed to fulfill necessary tasks is presented to service operators through 

dashboards 
• All data access has an audit trail 
• Your personal data will be pseudonymized with blurring technology 

Although the transmission of information via the internet is never completely secure, we will do our 
best to protect your personal data.  We cannot 100% guarantee the security of your personal data 
transmitted to our sites but our IT systems apply strong protection at our data ports. Once we have 
received your personal data, we will use strict procedures and security features to try to prevent 
unauthorised access. 

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
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6. HOW LONG WE KEEP PERSONAL DATA 
Your personal data will be stored for indefinitely.  This is still subject to your rights as Data Subjects, 
referred to in section 7 below.   

In all cases, we will never keep your personal data longer than is allowed under (national or EU) law. 

7. WHAT ARE YOUR RIGHTS 
As a Data Subject, you have certain rights under Articles 12-23 of the General Data Protection 
Regulation, which you may freely exercise at any time by contacting us through our web form. 

If you contact us to exercise a right, we will complete it within the usual 1 month time frame legally 

required, unless the request is exceptional. Please consider that we will be able to satisfy deletion 

requests only if and when we are not obliged to keep that information under national or EU legislation 

or reason of public interest. 

For any queries on how we have handled personal data, or to have the matter investigated: 
privacy@eu.denso.com . 

At all times, Data Subjects have an absolute right to refer matters about how we process your personal 
data to your local Data Protection Authority. 

8. THIRD PARTIES AND THIRD-PARTY LINKS 
As part of Vehicle Testing Project, it is necessary for us to use third parties, and they will also process 
your personal data, according to our specific legal instructions.  They are also legally obliged to protect 
your personal data and privacy when doing so.  

When you use Vehicle Testing Project related web sites, some personal data may be processed by 
other third parties before it reaches DENSO.  Third parties collect this data via cookies on these 
websites.  Please check that the website is displaying a suitable cookie banner and adjust your consent 
to the use of your personal data from the cookie banner. 

Our websites may sometimes include links to third-party websites, plug-ins and other third party 
applications. Clicking on those links or enabling those connections may further allow third parties to 
collect or share personal data about the browser. We do not control these third-party sites, plug-ins 
or applications, and are not responsible for their privacy statements. If you therefore leave our 
websites or applications, we encourage them to read the privacy notice of every website that you visit. 
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