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Exposure at  
Every Angle

Your Identity Matters.
Get the Benefit that Protects Your PRIVACY and SECURITY.

Now is the time to take protecting all you’ve built seriously. Your company recognizes 
the exponential increase in fraud and scams as your digital footprint expands, and 
the vulnerabilities that result from having sensitive personal information exposed. 
It’s why IdentityForce is part of the employee benefit wheelhouse. We’re here 
to provide you with world-class identity theft protection plans built to proactively 
monitor, alert, and help you fix any identity theft compromises.

WHY NOW? 

Our identities have become more than just a name, birthdate, and social security 
number. Today it includes voice signatures and fingerprints, personal property 
records, health records, and even social media data. All of these details can be 
capitalized on by criminals to commit identity fraud, whether used directly in forms 
of synthetic identity theft, or used in social engineering attempts to extract money or 
personal details that provide additional opportunities for identity crimes.

ID THEFT IMPACT 

You don't want to deal with a lifetime of damage that could result from identity 
theft. You most likely even know someone who has already been a victim of identity 
theft themselves, or you at least know someone who has had their good name 
compromised. Security incidents, scams, and fraud continue to grow. As our world 
becomes increasingly digitalized, and virtual, it’s even more important to have 
IdentityForce in your corner.

We not only proactively monitor the Dark Web, credit reports, and real-time fraud 
issues, but we will help you fix any compromises to your personal information. All 
without the hassle of making phone calls, completing paperwork, and all the heavy 
lifting needed to make sure your identity is restored.

• Phishing emails have increased 
by 350% since COVID-19

•  50% increase in mobile 
vulnerabilities in 2020

• 16 Billion consumer 
credentials are circulating on the 
Dark Web

Find out how IdentityForce solutions can help you protect what matters most. | www.identityforce.com  |  1-877-694-3367

SIX COVID-19 SCAMS

 Identity thieves have preyed on the fears, and now the general public fatigue, around the Coronavirus 

outbreak. Fraudsters continue to exploit opportunities to steal the Personally Identifiable Information (PII), 

financial information, and even medical information, of those looking for knowledge, protection,  

and treatment for the viral infection.

 What You Need to Know 

 Beware of the following scams designed to manipulate our fears or take advantage of our fatigue to steal  

money, personal, and business information: 

1. Fake Websites & Online Shopping Scams 

Cyberthieves are taking a new twist to earlier COVID-19 scams that have been duping consumers for months. 

Not only are they creating websites to collect personal information under the guise of providing you with 

important Coronavirus updates, but also infusing new shopping scams too. Whether they are setting up 

donation and investment sites for victim support, or online marketplaces that are selling gym equipment or 

small appliances at “too good to be true” prices, scammers are ready to steal your money and your identity.  

 If you believe you have purchased a fake item or donated to a fake charity, report it to your  

credit card company immediately. If you’ve entered your medical information into a suspicious site,  

beware of medical identity theft and keep a close eye on all the explanation of benefits you receive to make 

sure they are legitimate.

2. Phishing and Vishing 

As individuals and businesses attempt to keep up with the latest news, they may be more vulnerable to  

falling for fake Coronavirus update emails, texts, and voicemails that include alerts. Be careful not to click  

on suspicious links as they may be riddled with malware. As employees frequently check for updates on  

work conditions, conference and event status, they may be tricked into clicking links that capture sensitive 

business and customer information. If phone calls request that you share any personal or medical 

information, just hang up. 

3. Spoofed Government and Health Organization Communications 

Scammers disguising themselves as government and health organizations such as the World Health 

Organization (WHO) or the Federal Trade Commission are contacting individuals by email, asking them to 

visit a “protected” site — requiring personal information to set up a user account — to view safety tips. Or, 

they are trying to trick recipients into opening email attachments, or are redirecting them to spoofed (or fake) 

websites and asking for financial details to make donations.
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Be on the lookout for these warning  signs — DO NOT click on any links or  enter any information in an email if it:
Insists that you act now
Includes a request for personal, financial, or 
medical information
Directs you to open attachments and click  
on links

Starts off with a generic greeting and has  spelling and grammatical errors throughout  
the message

COVID-19 Top Digital Scams WHAT YOU NEED TO KNOW NOW!

Beware of the following scams designed to manipulate our fears in order to 

steal money and compromise personal and business information.How to Recognize Phishing, Vishing, and Smishing Scams

Fake Job Postings

ABOUT SONTIQSontiq, headquartered in Nottingham, MD, is a high-tech security and identity protection company arming businesses and 

consumers with award-winning products built to protect what matters most. Sontiq’s brands, EZShield and IdentityForce, 

provide a full range of identity monitoring, restoration, and response products and services that empower customers to 

be less vulnerable to the financial and emotional consequences of identity theft and cybercrimes. Learn more at  

www.sontiq.com or engage with us on Twitter, Facebook, LinkedIn, or YouTube.
© 2020 Sontiq, Inc. All other trademarks or trade names are properties of their respective owners. All rights reserved.

Fake Websites

Keeping up with the latest news? We all may be more 
vulnerable to falling for fake Coronavirus update 
emails, texts, and voicemails. Don’t be tricked  
into clicking on suspicious links or sharing any 
personal or medical information over the phone.

Travel Scams

If you think your personal or business information has been compromised, don’t hesitate to 

reach out to our team to learn more about how we can help protect all that you’ve built.1-888-6-SONTIQ

Recruiting for “relief charities”If you apply for a job and are asked to deposit money 
into your personal account, and then transfer that 
money to another account, you have become a  
“Money Mule” and are committing money laundering.Recruiting for “crisis related medical work” 

Applying to fake job listings tied to growing needs  
in the medical community because of COVID-19  
gives thieves access to your Personally Identifiable 
Information (PII), such as Social Security number or 
bank account information. 

Scammers disguised as government and health  
organizations are emailing individuals and asking  
a potential victim to:
 •  Visit a “protected” site and requiring the visitor to 

enter personal information to view security tips•  Open an email attachment to view detailed  
information that then launches a virus•  Click on a link that redirects them to a spoofed  

(or fake) website, asking for financial details to 
make donations or purchase protective products

“ NO vaccines, pills, potions,  lotions, lozenges, or other  prescription or over-the-counter products available to treat or cure Coronavirus.”

Miracle Cures or VaccinesThe Federal Trade Commission (FTC) and the U.S. 
Food and Drug Administration (FDA) warn:

To learn more about the latest COVID-19 scams, visit IdentityForce’s Coronavirus scam alert page.
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Flight and cruise deals are popping up with extreme 
discounts — just remember if an offer seems too 
good to be true, it often is.• Book directly through an airline or hotel website•  Consider the company’s cancellation policy  
before submitting payment•  Read the fine print in the travel  insurance policy

Spoofed Government and Health Organization CommunicationsCheck the facts first: 
•  Centers for Disease Control and Prevention (CDC) 
https://www.cdc.gov/

•   World Health Organization (WHO)  https://www.who.int/
• USA.gov 
  https://www.usa.gov/coronavirus/•  U.S. Food and Drug Administration (FDA)  
https://www.fda.gov/home•  Federal Trade Commission (FTC) https://www.consumer.ftc.gov/•    U.S. Securities and Exchange Commission (SEC)

  https://www.sec.gov/investor/alerts

www.sontiq.com | 1-888-6-SONTIQ

They may look legitimate, but cyberthieves are creating 
websites that collect your personal information and 
your money under the guise of providing you with:• Coronavirus updates

• Emergency response plans
• Products: Protective face masks, sanitizers, test kits • Investment sites for victim care

https://www.identityforce.com
https://cdn.identityforce.com/wp-content/uploads/2020/03/COVID-19-Tips-IdentityForce.pdf
https://www.sontiq.com/resources/sontiq-top-digital-covid-19-scams-infographic/
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ABOUT SONTIQ

Sontiq is an Intelligent Identity Security company arming businesses and consumers with award-winning products built to protect what matters 
most. Sontiq’s brands, IdentityForce, Cyberscour, and EZShield, provide a full range of identity monitoring, restoration, and response products 
and services that empower customers to be less vulnerable to the financial and emotional consequences of identity theft and cybercrimes. Learn 
more at www.sontiq.com or engage with us on Twitter, Facebook, LinkedIn, or YouTube.

Employee 
Benefit Plans

Protect What Matters Most
TM

Easy to Enroll
1.  Enroll along with other voluntary 

benefits through your employer. 

2.  Receive confirmation email.  
If you do not receive the email, 
please check your spam folder.

3.  Click on link in confirmation email 
to complete registration and access 
your Identity Protection Dashboard.

Questions?
Call Member Services at 
877.694.3367

IDENTITY PROTECTION 
SERVICE PROVIDER 

BEST IN CLASS

*ChildWatch | Both Employee and Family plan options include unlimited dependent children, age 
25-years-old and under, living in the same household. Dependent children will be enrolled in ChildWatch, an identity protection 
product specifically designed for minors and young adults. Identity protection enrollment is limited to employees and their 
eligible dependents. At least one adult membership is required to receive ChildWatch.

 Plan Coverage  UltraSecure 
   IdentityForce service payroll deduct pricing — Monthly  Plus 
  Voluntary | Employee (includes ChildWatch*)  $2.50 

  Voluntary | Family (includes ChildWatch*)  $4.79 

 MONITOR 
  Advanced Fraud Monitoring     
  Change of Address Monitoring    
  Court Record Monitoring    
  Fraud Alert Reminders    
  Dark Web Monitoring     
     Compromised Credentials Monitoring  NEW     
     Account Takeover Monitoring  NEW   
  Dark Web Data Analysis    
  Investment Account Monitoring     
  Social Media Monitoring    

  ALERT
  Bank and Credit Card Activity Alerts    
  Investment Account Alerts  NEW    
  Identity Threat Alerts    
  Junk Mail Opt-Out    
  Smart SSN Tracker    

 CONTROL
  Medical ID Fraud Protection    
  Mobile App    
  Mobile Attack Control  NEW   
  Secure My Network (VPN)   NEW    
  Identity Vault & Secure Storage NEW   
  Password Manager NEW   
  Two-factor Authentication    
  Lost Wallet Assistance    

 RECOVER
  Identity Restoration Specialist    
  Restoration for Preexisting Conditions    
  White-glove Family Restoration  NEW   
  Deceased Family Member Fraud Remediation**  NEW   
  Identity Theft Insurance ($1 Million)     
  Stolen Funds Replacement    
     + Investment Accounts    

 CREDIT
  Credit Freeze & Credit Report Assistance    
  Credit Report Monitoring (Daily)   1 Credit Bureau 
  Credit Report & Credit Score NEW  Monthly 
  Credit Score Simulator NEW   
  Credit Score Tracker NEW  Monthly 

 Plan Features  UltraSecure 
    Plus 

 **Deceased Family Member Fraud Remediation | Available for adults or eligible dependents enrolled in an active IdentityForce 
Family Plan at the time of their death.

#1 Rated Consumer  
ID Theft Plans

As seen on CNBC and Investopedia

biweekly
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