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In recent years, Vehicle-To-Everything (V2X) communication has attracted intense attention in the
automotive industry. As the number of items connected to vehicles increases, many types of unexpected
security threats be emerged. For society to safely and securely benefit from the convenience of V2X
network services, countermeasures against such new threats are essential. In this paper, we propose a
new extended zero-trust architecture (ZTA/SSI). ZTA/SSI supports V2X networks in which unspecified

numbers of stakeholders participate.
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Fig. 3 Identity management by 3™ Party Servicer
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Fig. 4 Relationship among core components in SSI
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Fig.5 Access control flow in ZTA/SSI
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